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ABSTRACT

A CASE STUDY ON THE SECURITY OF IPV6 TRANSITION METHODS

YÜCE, Emre

M.S., Department of Cryptography

Supervisor : Assoc. Prof. Dr. Ali Doğanaksoy

September 2009, 22 pages

Due to the requirements of the developing internet infrastructure, the new generation internet

protocol is a must. IPv6 transition scenarios and security problems should be analyzed deeply

in order not to influence the users and the service providers negatively during the transition

period. This paper includes brief information about the current research on the transition

methods and security observations; then presents two case studies on the detection of an ap-

plication layer attack on an IPv6 network which is performed within the “Design of National

IPv6 Infrastructure and Transition to IPv6 Protocol” [1] project.

Keywords: IPv6, transition methods, network security
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ÖZ

IPV6 GEÇİŞ YÖNTEMLERİ GÜVENLİĞİ ÜZERİNE ÖRNEK OLAY İNCELEMESİ

YÜCE, Emre

Yüksek Lisans, Kriptografi Bölümü

Tez Yöneticisi : Doç. Dr. Ali Doğanaksoy

Eylül 2009, 22 sayfa

Gelişen internet altyapısının gereksinimlerine bağlı olarak yeni nesil internet protokolüne

geçiş bir zorunluluk olarak görülmektedir. Bu geçiş esnasında kullanıcıların ve servis sağlayıcıların

zarar görmemeleri için IPv6 geçiş senaryoları ve oluşabilecek güvenlik problemleri derin-

lemesine incelenmelidir. Bu çalışma geçiş yöntemleri ve güvenlik gözlemleri üzerine güncel

çalışmalar ile ilgili kısa bilgilendirme içermektedir. Buna ek olarak bu çalışmada, “Ulusal

IPv6 Protokol Altyapısı Tasarımı ve Geçişi Projesi” [1] kapsamında gerçekleştirilmiş, IPv6

ağlarında uygulama düzeyinde saldırıların tespiti konulu iki örnek olay incelemesi sunulmuştur.

Anahtar Kelimeler: IPv6, geçiş yöntemleri, ağ güvenliği
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PREFACE

This paper has been prepared to create an awareness in Turkey about the new generation

internet protocol IPv6 and the related security research areas. This paper includes a case

study and brief information about the IPv6 transition methods, security observations. It is

hoped that this paper will enlighten the researchers to make studies about this technology

which is still developing in Turkey. Thus, Turkey will get a good place with IPv6 knowledge

base all around the world.
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CHAPTER 1

INTRODUCTION

The Internet Protocol (IP) is the main communication protocol used to transmit blocks of

data from sources to destinations in an interconnected network of machines such as routers,

personal computers or servers. Current version of IP (IPv4) was defined in 1981 [5]. By

the end of 80’s, it is realized that IPv4 includes important deficiencies that may block the

improvement of the Internet. The most commonly known deficiency is the shortage of IPv4

addresses. An IPv4 address is 32 bits, which means there are 232 addresses. Although to

overcome this problem some solutions like NAT [6] are used, it is foreseen that all IPv4

addresses will be exhausted by the year 2012 [7].

The new generation Internet Protocol, IPv6 [8], is proposed to replace IPv4 and resolve the

problems of IPv4. IPv6 includes various features like easy setup, stateless automatic configu-

ration and resistance to address scanning attacks and automatic spreading worms with larger

address space. IPSec [9] support is mandatory in IPv6 implementations and this led the new

protocol to be seen more secure than the older version IPv4. However the new Internet Proto-

col and the transition methods lead to the new and yet not deeply analyzed attack techniques

to arise. The attackers may use these new techniques to hide the unwanted traffic. Also some

of the known attacks applied to the IPv4 protocol are applicable to IPv6 [3].

The little portion of security problems are targeting the 3rd OSI Layer. Hence IPv6 will not

resolve all the security vulnerabilities existing in the network. Misconfigured servers, weak

designed programs, vulnerable web sites and the application level attacks (sql injection etc.)

will still pose threats in the IPv6 networks.

Creating a secure IPv6 network is possible for the network administrators who has examined

the transition methods and who is aware of the features included in the IPv6. To build an IPv6
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knowledge base among Turkey, there is a continuing research and development project by

name “Design of National IPv6 Infrastructure and Transition to IPv6 Protocol” [1]. The par-

ticipants of this project are TÜBİTAK - ULAKBİM [10], Gazi University [11] and Çanakkale

18 Mart University [12]. As a part of this project, an IPv6 test bed is set up in ULAKBİM.

The case studies are carried on this test bed.

This paper includes a brief information about the common transition methods and the related

security observations. Also there is a case study in which two of the transition methods, dual

stack and configured tunneling, are analyzed against an application level attack. The rest of

this paper is organized as follows: Section 2 makes an overview of the transition methods and

the security analysis; in Section 3 a case study on security analysis of two typical transition

scenarios is presented; Section 4 makes a discussion about the directions of future research

and summarizes the paper.
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CHAPTER 2

IPv6 TRANSITION MECHANISMS AND SECURITY

OBSERVATIONS

The process of transition to the new generation internet protocol IPv6 will last for a long

period. Both IPv4 and IPv6 will exist in this period. Concurrent usage of both protocols

will give rise to new problems about managing the network machines, tracing the network

traffic and managing the log files. To ease the transition period and to enable the usage of

both protocols simultaneously, there are proposed transition methods which may be collected

under 3 titles [13]:

• Dual Stack

• Tunneling

• Translation

There is no such method that will comply with any network. The methods that will be used

to enable IPv6 usage in a network depends on the topology of the network. The complexity

of the network may lead to the usage of one or more transition methods at the same time.

Hence administrators should analyze the transition methods and the related security criteria

and choose the appropriate transition method or methods. The more complex the transition

method, the more probable to include a security hole [14]. To prevent the unwanted security

vulnerabilities, the method or methods should be simple and based on little parts.

One of the main problems that will be faced when a transition method is applied is tracing

and logging the traffic. This problem forces the administrators to update the relevant network

security components (IDS, IPS, Firewalls etc.) parallel to the transition method used. Despite
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the updates, the ingress filtering may be passed by using an unpredicted security hole sourced

from the transition method. For instance a network using 6to4 tunneling mechanism should

control protocol 41 to prevent unwanted traffic.

Another point that users and administrators should be aware of is the routers and the security

components not supporting IPv6 does not mean the clients will not be a target for IPv6 attacks.

Today most of the operating systems are coming with default IPv6 support which enables the

IPv6 attacks based on the local network. Also attacker may use IPv4 tunnels to make an IPv6

connection to a client in the network.

2.1 Dual Stack

The dual stack transition mechanism is defined in the RFC 2893 [13]. Network components

supports both protocols concurrently if this method is used. Usage of both protocols brings

the management and security problems. Since the components using this method are targeted

to both IPv4 and IPv6 attacks, the firewall and intrusion detection systems should support

both protocols and the ingress filtering should be configured accordingly.

Dual stack servers are more vulnerable to a DOS attack as compared with pure IPv6 servers

as shown by the studies of Beyhan Çalışkan and Onur Bektaş [15]. Moreover, according to

a study made by Xi’an Jiaotong University and Tsinghua University, results show that speed

of worm spreading is faster in dual stack networks with respect to pure IPv6 or pure IPv4

networks [16].

2.2 Tunneling

Tunneling techniques are used generally as a first step for the transition to IPv6. In this

method IPv6 packets, from an IPv6 network, are encapsulated and delivered over IPv4 net-

work to another IPv6 network. Hence there is no need to make any changes on the existing

infrastructure. There are three main stages namely: encapsulation, decapsulation and tunnel

management. Tunnel end points should be working in dual stack mode (i.e. should support

both IPv4 and IPv6) to provide encapsulation and decapsulation processes.

There are 4 different ways of tunneling [17]:
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1. Router to router

2. Client to router

3. Client to client

4. Router to client

The commonly used tunneling methods include; configured tunneling [13], Tunnel Brokers

[18], ISATAP [19], 6to4 [20], Teredo [21]. One has to analyze the security of tunneling

mechanisms before using them in a network. Encapsulating packets with another protocol

may be used to hide an attack. Firewalls and intrusion detection systems can not analyze the

encapsulated traffic as seen in the case study. Moreover there is no check for the authenticity

of the IPv4 end points. This may be exploited with an address spoofing attack and so one can

forge packets to the tunnel [16]. In the following sections three of the tunneling methods and

security observations are summarized. One can find detailed information in the references

about other tunneling methods.

2.2.1 Configured Tunneling

Configured tunneling is defined in the RFC 2893 [13]. In this method point to point tunneling

is used. So each node has to keep the related tunnel information. Hence this method is

manageable and usable if it is used in a few points of the network. For more large number

of distributed points, automatic tunneling methods like Tunnel Brokers, 6to4 or ISATAP are

advised to be used.

Configured tunneling is considered to be the most stable and operationally secure method

since the administrator has a high level of control over the tunnels. Configuring the tunnels

manually makes logging and filtering easier and reduces the risk of DOS attacks.

2.2.2 Tunnel Broker

Tunnel Broker [18] is not a special tunnel, but a mechanism to automatically set up the tunnel.

Using this method a client who has an IPv6 address, may connect to another IPv6 client using

the IPv4 network. IPv6 client will connect to Tunnel Broker server - most probably a web
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server - and downloads the necessary executable script to connect to the other IPv6 client.

There are many companies that give Tunnel Broker service such as Freenet6 [22] located in

Canada, or SixXS [23] located in Europe.

Figure 2.1: Tunnel broker components and setup procedure [3]

This method reduces the manual configuration steps so can be said to be more manageable

with respect to configured tunneling. However, in networks using this method firewalls and

other ingress filtering mechanisms should be configured to pass the packets using the protocol

41. This should be done under the control of the administrator in order not to create security

holes in the network.

2.2.3 6to4

6to4 [20], is an automatic transition method used between two routers. Networks with this

method uses the prefix 2002::/16 which is attended by IANA [24]. This method enables

two IPv6 networks or an IPv6 network with an IPv4 network to connect over IPv4 network.

Devices, in an IPv6 network configured for 6to4 method, use prefix 2002:V4ADDR::/48.

Here V4ADDR represents the IPv4 address of the router which achieves the outer connection

with the IPv4 infrastructure. Tunnel end points are determined by the IPv6 prefix which

includes the IPv4 address.
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Figure 2.2: 6to4 Service Overview [3]

Networks using 6to4 method may communicate between each other over the concurrent IPv4

infrastructure without any extra configuration. On the other hand a relay router, which is

essentially a router that has at least one logical 6to4 interface and at least one native IPv6

interface, is necessary to establish the connection between a 6to4 network and a IPv6 island.

Every IPv6 packet is encapsulated in IPv4 packets in this method. Each network using this

encapsulation technique should satisfy the following properties [25]:

1. All 6to4 routers should accept and decapsulate the packets received from other 6to4

routers and 6to4 relay routers.

2. 6to4 relay routers should accept the incoming traffic from pure IPv6 nodes.

These obligations pose threats that administrator should consider when deploying 6to4 method

in a network. Not setting a security relation between the nodes and not setting any restrictions

about the contents of the IPv6 packet will make the network vulnerable to address spoofing

and DOS attacks.

7



Table 2.1: Comparison between tunneling methods [2]

Name Applicability Drawbacks
IPv6 Configured Tunnel Ipv6 hosts/islands to com-

municate with each other or
with the native IPv6 network
through IPv4 networks.

1. Manual configuration

Tunnel Broker IPv6 hosts/islands to com-
municate with each other or
with the native IPv6 network
through IPv4 networks.

1. Single Point of failure
2. Communication bottle-
neck

6to4 Isolated IPv6 sites (do-
mains/hosts) attached to an
IPv4 network to communi-
cate with each other or with
the native IPv6 network.

1. Special 6to4 prefix de
2. Difficult control and
management denemedenem
3. Security threads

2.3 Translation

Translation methods are used when pure IPv6 devices wish to communicate with pure IPv4

devices and vice versa. In these methods a packet will be translated to the format of the other

protocol and two applications using different protocols may communicate between each other.

However these methods does not comply with the end-to-end structure of the internet. Con-

trary to dual stack and tunneling methods, in translation methods packet headers are changed

as the protocol requires. As a result of these changes, loss of features that the protocol pro-

vides will occur. For instance, systems using translation methods will face problems while

using IPSec for authentication and encryption.

Although the translation methods will not be covered in detail in this paper, the most common

translation methods are listed below.

• SIIT (Stateless IP/ICMP Translation Algorithm) [26]

• NAT-PT and NAPT-PT [27, 28]

• Bump in the Stack (BIS) [29]

• Bump in the API (BIA) [30]

• Bi-Directional Mapping System BDMS [31, 32, 33, 34]
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CHAPTER 3

CASE STUDY: AN APPLICATION LEVEL ATTACK USING

IPv6

3.1 Scenario 1: An application level attack over a Dual stack Network

In this scenario the aim is to make an application layer attack in a dual stack network. To

achieve this three computers are used namely H1BSD, H9XP and H4LINUX. The topology

is shown below.

Figure 3.1: Dual stack network topology

H1BSD, runs Free BSD 7.1, is used for monitoring and analyzing the network traffic. Also

Snort [4], an open source intrusion detection system, is installed on H1BSD to see if the attack

traffic generates any alerts.

H9XP is the victim computer. H9XP runs Windows XP Service Pack 1 [35], a Windows ver-

sion containing just the first package of three major security updates. Windows has automatic
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IPv6 support with SP1. As shown below H9XP has got IPv6 address automatically.

Figure 3.2: Windows XP SP1 IPv6 Configuration

First step of the attack is to find an open port on H9XP. To find an open port, a port scan is

made using nmap for the IPv6 address of H9XP. The output shows that there is no open port

found.

Figure 3.3: Nmap output

However, netstat command output executed on H9XP shows that H9XP is listening the port

135.
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Figure 3.4: Windows XP SP1 netstat command output

H9XP is listening the port 135, but H4LINUX does not see this port by port scan. It is

observed that the reason for this situation is the “IPv6 Internet Connection Firewall” service

running on H9XP. This service is shut down to achieve the attack.
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Figure 3.5: Windows XP SP1 running services

H4LINUX, running Debian OS, contains attack tools such as nmap [36] and metasploit [37]

. After stopping the “IPv6 Internet Connection Firewall” service on H9XP, a new nmap port

scan is made. The output of the nmap command is shown below.

Figure 3.6: Nmap output after stopping the ”IPv6 Internet Connection Firewall” service

RPC protocol uses the port 135. After searching for the vulnerabilities about the RPC proto-

col, a critical vulnerability, namely MS03-026 [38], is found. Moreover, an exploit about this

vulnerability is found in the metasploit exploit database. The details of the exploit is given

below.
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Figure 3.7: Details about the exploit MS03-026

The Attack

To achieve the attack “exploit/windows/dcerpc/ms03 026 dcom” exploit and “windows/shell/bind ipv6 tcp”

payload is used. As the attack succeeded, attacker has got access to a console. “ipconfig /all“

command is executed after the access received.
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Figure 3.8: Attack achieved using MS-03-026 exploit

The attack traffic is monitored and saved by “tcpdump” command to H1BSD. The traffic is

shown below.
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Figure 3.9: Traffic generated during the attack

The attack traffic generated is analyzed using open source intrusion detection system Snort

and it is observed that the application layer IPv6 attack over a dual stack network is detected.

Figure 3.10: The Snort [4] analysis output of the attack traffic

3.2 Scenario 2: An application level attack over a Configured Tunnel

In the previous scenario, an IPv6 based application layer attack is made in a dual stack network

and the traffic is analyzed by Snort. It is seen that Snort can detect attacks in a dual stack

network. In this scenario, another transition method, tunneling is used and the same attack is

applied.
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Three different topologies are examined through this scenario and these topologies are stated

below.

1. Client - Tunnel - Snort - Tunnel - Client

2. Client - Tunnel - Snort - Tunnel - Router - Client

3. Client - Router - Tunnel - Snort - Tunnel - Router - Client

In this paper Client to Client tunnel application is described in detail. Other two topologies

are analyzed and examined in the testbed however since the details are alike the described

one, only the results of these two topologies are shared.

The client to client tunnel application and the attack

In this scenario H9XP and H4LINUX are the dual stack tunnel end points. Hence they both

have IPv6 and IPv4 addresses. It is assumed the interconnection between two devices supports

just IPv4 communication. So these devices will communicate using IPv4 infrastructure. This

means H9XP encapsulates an IPv6 packet in an IPv4 packet and sends it to H4LINUX, then

H4LINUX receives the packet, decapsulates it and gets the original IPv6 packet and vice

versa. The topology is given below.
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Figure 3.11: Configured tunnel topology

The devices are configured similar to the previous scenario. H9XP is the victim, H1BSD is

the monitoring computer and H4LINUX is the attacker. The same exploit (MS03-026) is used

and access to a console on H9XP from H4LINUX is succeeded. The attack process and the

attack traffic captured by H1BSD is shown below.

Figure 3.12: MS03-026 exploit applied to client to client tunnel

17



Figure 3.13: Traffic captured during the attack

On the contrary to the result of the previous scenario, Snort could not detect the attack through

this traffic. Search about this result leads to that the deep packet inspection over tunneled

traffic is infeasible [39]. As a solution to this problem, configuring tunnel end points as the

network borders and setting intrusion detection tools that make deep packet inspection after

this point is proposed.

Client to router and router to router tunnel applications are resulted as expected. The IPv6

packets that contain the application layer attack in an IPv4 tunnel cannot be detected by a

deep packet inspection tool.
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CHAPTER 4

CONCLUSIONS & FUTURE WORK

In this project, a brief information about the IPv6 transition methods and two case studies

analyzing an application level attack over IPv6 networks, one using dual stack and the other

configured tunneling method, is presented. Major results obtained can be summarized as

below.

• The application level attack over a dual stack network can be detected by an IDS, in this

case open source IDS Snort is used. This means the attack signature for an application

level attack does not depend on the underlying network protocol.

• However in the case configured tunneling method is used, the attack could not be de-

tected by Snort. This case study has showed that the tunneled traffic should be decapsu-

lated before the deep packet inspection is made. Since the deep packet inspection over

tunneled traffic is infeasible. [39]

As future work, the security of different transition methods with different kinds of attacks will

be evaluated. It is hoped to form a knowledge base about all common transition methods and

their security observations.
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